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DEPARTOENT OF THE NAVY 

SPACE mo umm. wjwpa«« smmus ctmrnmn 

4M(» PACIFIC HISMWAV 
SAN tMEOO. CA SOI tM127 



5720 

Ser.OOC- 3/068 
March 15. 2006 



Control #SPAWAR2fs058 



Stephen C. Glassman, Esq. 
Glassmaii & Bullock 
19S0 Old Gallow Road, Suite 700 
Vienna, VA 22182 

Dear Mr. Glassman: 

This responds r,o the September 13, 20(s<i request, pursuant 
to the Freedom Of Infortitati on Act iPOlAi, S U.S.C. § SS2, by 
your client, Michael G. O'Bryan co the ripace and Naval Warfare 
Systeins Center, San Diego (SSC San Diego) for records relating 
to the "WtiCl Computer Room #228 at SSC-SD Building 40, 
previously called 'Green Team Lab' ," 

On Fi^bzxtary It. and 28. 2006, ''he FCIA • *-^'st dm.-t'-ot , i^sr J'in 
r i-'JO, furwaxded *., / ju documenf ;. ii-.j|. i„-i»,i* j Mi ,j Bt _, »i. 
request and ddvised you that portions* uf o« het ier.poni5 ivu 
Jocum«ntu appeared ro be exempt i r;,'m lelecir.e .ii.u rhaL tney w«-t'* 
£;«ing forwarded to Space and Nnval Wi't-ii*" .SysJ »-f't" '"c^imwud 
iJPAWARi tor ii it.-ioao« ieteimiiut : .-^ . Tncje adcut ^onal 
dociifnents consist of 72 pages. 

These additional documents i-espon£5ive to Mr, O'Bryan's 
request include documents concerning computer fSccreditat ioti for 
systems connected to the Secret Internet Protocol Router Network 
I'ftrPRNHT) , preliminary inquiries rt'jjiarrli ng poaiiih-le nei:ur:ty 
violations, room diagratus, arjd security training r"-- -; r-ris , 
Responsive documents also include intorination pertaining ro 
computer Intex'net Protocol {IP> addresses and op<-'-rat- ing fiyot ^fjnji. 
While this information is not classitied, ita relea;!i=i m^/r Iv^c 
operational security issues and pocc-ntially makes ; hese sysstn^K.:: 
vulnerable to targeted attacks. 

Additionally, rheae tili-*a uienr tfy i j, 3i V5 .iual ji ,-i,<;.-f ■' i it ^-d 
wiLh SSC San Diego'o •:onputei acc^-e lit -it i :.n , Th«t5«- :,.iivtlu-il. 
may potentially be targets for counter intt' I 1 i.jtiiic.* »»i:<.;trf n.d 
^ .u-h hav-? b.^th i i v. 'tjy s:. I [■ »' .. i ' ••,'.' ^ . .' .■• ' 
that iTiight reasonably be threatened by discloaut «'- ''.l t nr- 1 1 
■ lent i ties . 



l^\)A (^ 
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5720 
Ser.OOC- 3/068 

Freedom o£ Information Act Exemption 2, S U.S.C. § 
SS2'ib} (2) , allows agencies to withhold from release critical 
i.r'<frastruc-:ure inforrtiation for which disclosure could reasonably 
be expected to catjse harm. The types of information that may 
warranc Exemption 2 protection for homeland security-related 
reasons include agency vulnerability assessments and evaluations 
-f items of critical infrastructure that are internal to the 
qovernment . 

Further, under FOIA Exemption 6, 5 U.S.C. § bS2ib:«ib), an 
agency is not obligated to discl-~jse information that would 
• ronstituce a clearly unwarranted invauiun ot personal pnvacy, 
in analyzing the release of: such information pursuant to FOIA, 
rhe pvJ>lic's right to disciccuir- La weighed ^..gainst thw 
individual's right to privacy. ?iddit iona lly , in light of recent 
terrorist activities within the United Stares lesulting iu 
heightened security awareness nationwide, the Department of 
Defense now withholds personally idttiA i iy xng information 

^icerning its military and civilian personnel stationed within 
the United States whenever release would "raise security or 
privacy concerns." ££^. J^^Ppt^Sej^'et^ary^ of Defense Hemorandum: 

"O perat ion Secu r i t y Throughout tjig Depa r t me n t o £ jief e nse " TJq~"~ 

Oct ober 2001} . '"'" """' "" " 

1 have caretuily considered the tacts and circumstances 
cissociated with Mr. O' Bryan's request and based upon the 
foregoing, I have concluded that certain information included 
within documents responsive Co Mr. O' Bryan's request fails 
under FOIA Exemption 2, 5 U.S.C. S SS2'bjf2), a,nd. FOTA 
Exemption 6, 3 O.S.C. § 552(b)(6). and should pi-operly be 
withheld from release. Accordingly, portiono ..if the eiudoarrd 
documents have been redacted and the appropriate FtdA 
Exemption noted where such information is being wichheiri. 

Because your request has been .i'*n:ed ir: part, you are 
advised that you nave the right tu .^ppeai tiii,o :iet ..'rminat. ioii in 
writing tc: 

General Counsel of the Navy 

Washington Navy Yard 

720 Kenyon Street SE, Room 214 

Washington D.C. 20374 -S066 

Your appeal must have a copy of this letter enclosed along 
with a statement regarding why your appeal should be granted. 
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DOCUMENTS LOCATED AND DISCLOSED WITH INFORMATION 
DELETED 



DOCUMENT 
ITEM 


DOCtJMRNT IDENTIFICATION 


NO. OF 
PAGES 


Item 1: 


Security Incident Report 94-01 and 
supporting documents 

Removed names of government employees on 
pages 1, 2, 5 and 7, 5 U.S.C. 552(b) (6) . 
Removed security marking on page 7, 5 U.S.C. 
552(b) (2) . 


7 


Item 2: 


Security Incident Report 070-2 and 
supporting documents 

Removed names of government employees on 
pages 1, 2, 3, 6, 7, 9 and 10, 5 U.S.C. 
552(b) (6) . 


11 


Item 3: 


Memorandum Ser 20351/80-4 dated 3 March 2 06 
Removed name of government employee, 5 
U.S.C. 552 (b) (6) . 


1 


Item 4 : 


Memorandum Ser 20351/353-04 dated 21 October 

2004 

Removed name of government employee on page 

1, 5 U.S.C. 552(b)(6). Removed Operating 

System information and IP addresses on pages 

2 and 3, 5 U.S.C. 552 (b) (2) . 


3 


Item 5: 


Information System (s) Accreditation Request 

Form 

Removed name of government employee on page 

1, 5 U.S.C. 552(b)(6). Removed Operating 

System information and IP addresses on pages 

2 and 3, 5 U.S.C. 552 (b) (2) . 


2 


Item 6: 


Memorandum, Classified Open Storage 
Certification for Building 40, Room 222, 223 
and 224 dated 31 March 2003 
Removed names of government employees, 5 
U.S.C. 552 (b) (6) . 


1 


Item 7: 


E-mail message of 17 June 2002, Green Team 

SOP 

Removed e-mail addresses of government 

employees, 5 U.S.C. 552(b)(6) 


1 


Item 8: 


SIPRNET Diagram 

Removed IP addresses, 5 U.S.C. 552(b) (2). 


1 



E)^'W B 
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Item 9: 


Memorandum, Ser 20351/121-01 dated 27 
September 2001 

Removed names of government employees, 5 
U.S.C. 552 (b) (6) . 


1 


Item 10: 


Bldg 40, Room 222-224 Equipment List 
Removed Operating System information, 5 
U.S.C. 552 (b) (2) . 


1 


Item 11: 


E-mail message of 18 March 2002, Corrected 
Copy - Additional Lab System Accreditation 
and VPN Approval 

Removed e-mail addresses and names of 
government employees, 5 U.S.C. 552(b) (6). 


2 


Item 12: 


E-mail message of 15 March 2002, Lab IS and 
VPN Accreditation Approval 
Removed e-mail addresses of government 
employees, 5 U.S.C. 552(b)(6). 


1 


Item 13: 


SIPRNET Connectivity Diagram 
Removed name of government employee (5 
U.S.C. 552(b)(6)) Operating System 
information and IP addresses (5 U.S.C. 
552(b) (2)) 


1 


Item 14 : 


Topside Building 40, Rooms 222-224 Diagram 
Removed floor plan diagram, 5 U.S.C. 
552(b) (2) . 


1 


Item 15: 


Room 222 Diagram 

Removed name of government employee (5 
U.S.C. 552(b) (6)) floor plan diagram, 
operating system information and IP 
addresses (5 U.S.C. 552(b)(2). 


1 


Item 16: 


E-mail message of 27 September 2001, Re: 
Request Final Accreditation Lab 222-224 
Removed name of government employee, 5 
U.S.C. 552 (b) (6) . 


2 


Item 17: 


Lab 223 Floor Plan 

Removed floor plan diagram, 5 U.S\C. 552 
(b) (2) . 


1 


Item 18: 


Room 224 configuration 

Removed name of government employee (5 
U.S.C. 552(b)(6)) and floor plan diagram (5 
U.S.C. 552 (b) (2) . 


1 


Item 19: 


Room 223 

Removed name of government employee (5 
U.S.C. 552(b)(6)), floor plan diagram and 
Operating System information (5 U.S.C. 
552(b) (2) . 


1 
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Item 20 : 


E-mail message of 16 June 2001, FW: PB64970 
Removed e-mail addresses of government 
employees, 5U.S.C. 552(b)(6). 


1 


Item 21: 


Bldg 40, Room 222-224 Equipment List 
Removed Operating System information, 5 
U.S.C. 552 (b) (2) . 


1 


Item 22 : 


E-mail message of 27 September 2001, 
Request Final Accreditation Lab 222-224 
Removed e-mail addresses of government 
employees, 5 U.S.C. 552(b)(6). 


1 


Item 23 : 


Memorandum, Classified Open Storage 
Certification for Building 40, Room 224 
dated 31 January 1999 

Removed names of government employees, 5 
U.S.C. 552 (b) (6) . 


1 


Item 24: 


E-mail message dated 27 February 2006, D87 
ISSO Appointment 

Removed names of government employees, 5 
U.S.C. 552 (b) (6) . 


2 


Item 25 : 


Employee Training Report 

Removed names of government employees, 5 

U.S.C. 552 (b) (6) . 


3 


Item 26: 


2874 Training 

Removed names of government employees, 5 

U.S.C. 552 (b) (6) . 


22 



